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(57) Abstract: 



PROBLEM TO BE SOLVED: To prevent information 
stored in a memory from being leaked to an outside. 

SOLUTION: The control circuit 6 of an IC card device 1 
starts the interruption processing of an erasion program 
when a detection switch 36 is turned on, permits 
maintenance work when the input of a maintenance 
password code from a password code input switch 29 is 
recognized and erases a control program and data stored 
in EEPROM 9 at the time of no maintenance password 
code input Therefore, unless the maintenance password 
code is inputted even when the detection switch 36 is 
turned on or when the inputted maintenance password 
code is wrong, it is surely prevented that maintenance 
33 is opened and the control program and data stored in 
SRAM 8 are robbed in order to erase the control program 
and respective kinds of data stored in SRAM 8. 
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(57) [RM] 

I c KltK 1 »$1JW(5J8S 6 14, s«| 
ii*«i«Srfi»S*, UfSE^-KA^*^-;/^ 9i>6, 

**»V *fctttEEPROM9 ICB*3 ftfcWapT'n ^ 
7^X^-^*^*1-5. lot, Wkm^yf-Z 

EE=- WdlSoTV^S^-tt, SRAM8(Ciatt$n 

^">^S3 3«rHlfCSRAM8 tE«**lfcWtP^n 
^7 A^-^iJatfi^s- i SrJSmcpUh-Ct 5. 
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[Itjfclgl] W7'n ; /7i>.fi.t/7 r -^^fEtt$tLfc 

a J *v > t § l4MEE«¥&fcE« S titzfflffl? a 
[IS#£3] itaatSllEtcf^ttfect^ 

/7AW7-? £?Si£-f 3 W**a*Kif^S-e-5 i i: 

[0001] 
[0002] 

IC7*-^SrE*$*ft:i9, fcSVMi^y KEttS 

5. rwlOi^liLT, 0J;itffiAcOx-*;JsfE 
iS^H-S^^y (EE P ROM) SU 5 ^— *tf>BK#-$l9 < 

[0 0 0 3] _bEl C#-KXtfI Ctf-K&BSrffll^ 
C*-K©lt*.»») ■#tiM>.£fr3 IC*-K»Mft 
- KKEftS-frSrtriST't #A# 1 C#- K j, 



(Z > 1 0-1 0 5 4 7 3 

2 

«r**U ^VSgMfcfS^tifc I CX- KS«fc: I c 
*-KSr}fA1-5)t*lt-e» =§-j@AWA#HB# (tBiiH 
5*) , iS»B^ GMtBBf) , taW}B^<Oy i — 

[0004] -euT, ic#-K8im ic*-k 

-K©>*yfcA»Bl*«rEK3tf. iMtSfrfcittic* 
[0 0 0 5] I Ctf-K&groefcKfct, 

[0 0 0 6] 

20 n^?A»tf*?*--*;iSEtt**L-o*5fc», ^ijxtf-y- 
- tr* ▼ >•$> 5 v >tt««*£l0-© JS 3 ^ ^^-t y * 

T * 3 i: vv» fc|H»ss *> o fc. 

[0007] **yfcWt$*ifc7 f -*£fl-asE 

6^*nfc^«EtKe«*»&^»E1t»«icE«4ixfc 
&mW7vyy J»RV&7*-fi ZtiSmzSnz z t is-Ct 

[000 8] *«W»4±EIIB«*JIBfcbfc«^ 
^aSr««1"5 r t * 1 ft i 1- 5. 
[0 0 0 9] 

0 ©»WI4, WflP^n^9AXa«7 , -^iJE**nfcE* 
^Sr^-f^a^afciJ^T, ^ Vx-7-v^ffiBfiEn 

*mmU.=t- KOA777js«|^i:#li^|H|Ett^(cEti 

[0 0 10] feT, W**HcJ:ixff, 
? °TL, ^^x-^^fflBffiEn-KfiDA^dSSll^ttiSSiJ 
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[0 0 11] ff*il2O^0^li, ±1219*1 1 IE 

-*ri 5 !fS 3 3:: ££Bo\ikTt\ WrAOt 

U ^^tt^lSli^-frT^—^d^SrSi^l^^T- 
[0 0 13] m#i%3<D?£Wlt, ±1EIS^1IE 

[0 0 14] ftot, ffjfcif 3KJ;;h,tf, nmt^.^ 

&tfx-^s3g3#^&i-5r t£i£jtT-§\ 5/*f 

[0 0 15] 

lWM<omM(omW,] HIT. HSt*(c*^BJ<D— HJ£ 
-KIS« rsigj i^-f) Hi, MmfrbfrZb 

!S:£iV S^5i2C»fc*iW{l^l± I C*-K3 5r}fA1- 

S5ffil a WTTJlctt, ^ ^-r-^-^^ffiffff 2E=— KS-A^7 
1-5ft:*(75Bff|l3-KA^^'('2/'9 : -2 9 /S^fl-tfibft, 

[0 0 16] Z<Dmm=- KA^^-1- 2 911 
5o £h ^Jg0iJ-C!+4.f?7OTBfIiE=r- K#-§-SrA^f1--5 J 



»M¥1 0-1 0 54 7 3 

M7 X SRAM8, E E P ROM (Electrical ly Erasa 
bie Programmable Read Only Memory ) 9, ^SESigB 

io, y ± y bwrnu 1 1 , mmimm 1 2 , atiM* 

^-*3 0#iR«$iiTV^5 o 
[0017] $iJ$|e]S§ 6 tti£g£f£«fcj$]&tT 5 x/V 

^x-^^fEigjn^/^ey T-fo.5. :©SRAM8 
tts '^^7j//^yf!) 7 a 3^73, 

[0 0 18] Srh, E E PROM 9 fit, St^CftKStji 

* t a o wmmtgn * 3 £iEtg s n x ^ 5 . 

ufjj* (#j£#g) t, *SE=t-KA^^-Y S '^2 9 
«AJ*?#asV>i£ra:EEPROM9 (IStg¥S) (ifStg 

[0019] S^SKlgS 1 0 f±, «^S§ 2 (d^ y-fe-i? 

30 imL^VTtLXhl&mZtiZ. Sfc, y-fey hM« 
»1 1141 C*-K3»C#l,ry *y h^VU^S:A73l- 

[00 2 0] $P>lcaaS0J»SBl 2I4, IC*-K3^ 
<OWMm'&&U®LT&>) , I C*- h*3 til-fttlwtt 

ffil^lcSili5:ii{&f1-5J;5lc:$iJ«-t-5. Sfc, iiftffilP 
SU13I4, I C*-K3ioa««rffoT*J9» 

'o sfti-5„ 1 cz-b- 3 tt%gmM%xbzcDT', mm 

SiJWSB 1 3 tt I c *- K 3 trjgfll X(±Sff fctB 9M5 

^mfff-a^ffl^^ixSt, aflTMMBi 3I4IC*- 
K3 KJtraaflr*- K*SSftX«:S«l=£) 9 ^^5 0 
t^oT, iim»J®ISB 1 3ttiSt/Sft«SMt-iJ-a<J3(W&lC 
it) IC*-K3^0iiMif-^bSri8(t 
I C*- K3^6©Sft7*-^ b ££{f LT I C*-K 
3(c*f1-5x-^co|j5^.®i9 • •tii^fcfrSo 
[0 0 2 1 ] tfc, ^ n ^MIJpSBi 4tt#J^J|aIK6ii» 



5 

AtBBb-7- J: 9*9, -;6<0Jii&§5: 0£3?J£f*j-e(4, 3. 

5 7 9 5 MHz) <9^ns^</U*£ffl;f3-f-3J;9(c0j£ 

[0022] ® 3 i4^a i izfaMztiitiJ— h'fcmmm 

Sr*1-E-C$)5„ KHAP4, SW^CIJ, ic 
#- K3 tjg^-f 5n-7 3 l^EtRgfec^lt^ixT 
^5. o-7 3lli, *Ea*:*A«0a£ffig:0>*£^ 
WS»-«t!3^$tUT^5. n-7 3 111 

I C*-K3^|fAXI45lfet»f^$tL5t, [C*- 

[0 0 2 3] d-7 3 1 ttaflraTf*, *- K# 
3 Olc^SdSixTB^ip] teste L-C I C#- K 

fo^o 04141 C*-h*3©*^Sr5M-7'n y^T'fo 
5. 

[0 0 24] IC#-K3I4, rtSBt l^TW = 
J:t)45CPUl 7 £, EEPROM18i$-tt5. 
EEPROM1 8 (C(4, ^IC*-K3(D?lJMOI 

AjI#BB# (Aili&0tt\ A«^BJXJ4iS#^W4p) as 

[0 0 25] I C#-K3 0?£E(C|i, jggio 

*-K#AP4, 5lc#A**ifclR»j:Sajt*Jx5^»*B 
^EKSH-cv^. *^iS«iJr-»4, m^*^ (Vcc) 

19, y-fes/h*?- (RST) 2 0, ^d^JW (C 
LK) 2 1, T-^iS-f (GND) 2 2, ffijSSS^- (V 
pp) 2 3, I/O'f^?!-^ (I/O) 2 4^©^ 
SSSS^SI C#- K3lCia:»te>iXT^5. 

[0 0 2 6] ±S2«/&<h §*tfc I C*-K3as*— Kff 
An 4, SO-jtrlcfllASiiai, «2S4g^ (Vcc) l 

9 1 2 K««3ivcc p u 1 7 icm^ft 

y-feyhJt^ (RST) 20«sy*yMW- 

awi ncSRSfis. rjitpwic, tnytw* 

(C LK) 2 ltt^ny^«ap«i4K«*Sii.-C^n 
y^/^u^iJA^lSix, I/O^O?^-;* (i/ 

o) 2 4tta{f»j»»i 3\z.mmzftx%m®&6frb 
-*a*A*j4*i5. *o?ta, aft 1 3a^^t 

^tltB^tr-^(4, I/0^y?7i-^ (I/O) 

2 4«r#LTCPUl 7 CffifcSjiTE E P ROM 1 8 

[00 2 7115 tt**WWK«©-«9Srl£*LT*-t- 
5, ±12(04 plctgfig^nt I C#-K=£glt£i4, f- 

3 2 0*«fcRit&ftfcy v^->;**3 3*«l«fCj* 
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<J 

314, I C*-KHairogftiJ«oS4fc*l,^fUc|S:tt 
e>HTV5<0-C% Hi lc»4gUx-o>fcl-\ 
[0 0 2 8] iiJIf. &{$3 2 WKfflyiC^S^fc^ ^7- 

^v^ffl^,3 4i4, ^^rt-v^SE3 3ir4i?PBSSh, 
TV*3. * >rt^l3 314, «»W»ftJl?/u h 3 5 

^-^^ffl^3 4<ort{|ijici4, ^ y?"i-yx&3 znffi&i 
S:^tiSi-5fc*0^aj^-r y^3 6asS9#»te>^T 
1^5. w^S^fcti^-Y yf3 614, ^>x^"^^ffl^3 
70 4<73rt«07-7^;/ h 3 7fC|l^$tv, pT»4S* 3 6 a 
#iS^ vft ^*g3 3«ort|g{c:^^-t-5{j£gtc^(j- 

[0 0 2 9] ftoT, fii*3 2filClR^$;ft.7t=§-S^gi5 
D D D<7?^X{4{gSS:fT 5 ttft-JiU' h 3 5 Lfc 
^>ft>^l3 3«ief 3 3 a£§|< ^ (o: «t 

/>-r^>^^3 3#g#3 2a>e>^$iiT^ yftv 

f4, '5rS(l4g : f-3 6 ai>5>^yft^i3 3*5^1-5 
ri(c49, *7$iWifrb*yftm^®y -ero 

ffl^7f3 6l4 nTSiS8^3 6 aSS/ Vt"^-V^K3 
3K38LT^5i:£, ^fig (*7) LTVSfcfc, p< 
^t^l3 3a5fffr3 2(0^|g(c®'J#t4^HTl/> 
5 it (4, ffiStRf-4«3IS:^$ti,fcmHasEi!^fflft-§- 
4 UT»[Eig§6tc:^iD$^, > yfty^l3 3^*1 
»4S^- 3 6a frtbpm Lxm&ax'f ? ?■ 3 6 as^fiK 

C*"V) -f-Si:, ffi*fcR#GNDIdffifcS;h,T£JffllE]8& 
6{c:TOn$ixTV^.)taJEasL U"</H^T-f So rtL^s 

iO [00 30] ®J»lsIK6f4. TKW/^sat 

^■LTSRAM8S.U«EEPROM9(CgiBIS^, SR 
AM8KI4Wffll7'n^?A^#7*— ^aSffi«$*V, EE 
P ROM9 Ktt'S^ #f -^A^ffli ^7 i,^Ett 

^3 eas^ldfcSijgftifctU ^VXT-V^fflBtiEa 
-KasA^$rt<CV>i#l4, S3*1-5 4p(c:SRAM8 

[ 0 0 3 1 ] 0 7 (4$iJffllHlB 6 *Htf 9 ji^^S 

cr,7P-^r-h-cfe5 0 mwrnte 6 14, ? 7"s 1 

(«T r^ry/j *«B5-r^) lc*3V>T, K*ffl^W 
^tii^^ y^-3 6 *»6»M*ttai«*aJA**n« t, 

[0 0 3 2] SlCiS^t, ««Wa^W vf-Z 6tf±^ 
S2lCii^, BfiE=-KaSA7J$^fca>^ 

•>^2 9tm^iix^-yT")->^m^m=— k^sa^i 

S 3 icii^., ATj^tLfc^ ^i-^^^miE 
0 a - K i: E E P R O M 9 fCEiS $ JxfclME= — K t i it 
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[0 0 3 3] SfaE=r- f-'A^-Y y^2 9*>ibA^$ti 
H±*5— ffebfc®£\ A^$tifc^>x^-^^ffl»SliE=i 

3 2rtfciRttSiifc#*^ffl 1 g I 0^«IXttttaSrff A 

"So 

[0 0 3 4J Li4>L/i^P>, S2jCfcV^ s ^yft^ 

$llfcStBE=— K^ito Tl^fd§-gi4, f— tr'^-v'V 
Ji)5^«:fWfa^fiJMyft^l3 3 £58 
4(cit^ SRAM8(r|Ete^tL 

14, SRAM8»ClStt£ftT^5£T©M&7 , n^7A 

[0 0.3 5] S5(C*3V^, ±X<Ofgm7u# : 7J»&.Tf 

tf. ft© S 6 -ett, #J»7*B^7AS0t=S-7*-^^tH* 

■C, MPS/u-7*(cA5o dtucj;^ W»SK6li, W 
[0 0 3 6] $fc, f— f^^^feS^liffSga^^' 
»£\ S 6 <n>m§LJl—Zf*ffil& LT 9 i&^&Ji 

»3\ h*^\i.Xf}ZfitL*^7-)-yxmi&m.=— K# 
MiSo-0>fc#£-|4, SRAM8lC|5tg$iXfcW#7 , n 
^?.*>&tJ t #? r — *trW*-*-5fci{>, ^^fty7l3 
3 SrMltT S R AM8 (CfStf $tlfcW7*n ^?^f 

ASJSStiS C £ Sr*jHc|Ui:-e# 5. 
[0 0 3 7] ±CJllk0!|0«6\ *K=— KA# 

*-Yy?-2 9ICJ:0^ Vf-f V^«fIE=— K^A^J*. 

>^PtEa-KiS|2tt$n^:I C#— K3£r#— K# 
An 4 , 5lCjfAU I C^-KSlCfStt^tLTt^VT 1 . 
^-V^«itlE=-Kis«E*»b*i«i:, A^SnrtStlE 
= - Kfc E E P ROM 9 fc!2«$*irt:Bf £E=- Ki £Jfc 
IS! L-C-S-fS a^fc^s y JWfefclBfli LT fc 

fflWE=- KME*4itfc I C*- K3 *r»T*<^fc 
ft, £<9-t* s .VT4mm£>tbtix*>v, 

[ 0 0 3 8 ] HI 8 \Z*&lfl<nm&m 1 ^^•f«^El-c , 35 
!? fc I C ti- KSR/Wi= s' K 3 8 9 fl. L^TffiK: j 
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3 8£sft3 2 fl>P,fl. LTrt&©&m^&o D B &,Sfc-#-5 

[0 0 3 9] ZVtzft. IC*-K3lcE«**vfc7 f - 
^srlrc^S I C#- KfflR/W^=s/ h 3 8 l/f- 
■t>xm&%t2X&<0 , g*3 2^yft^ 

/B&3 4I4, ICA-KfflR/W^7h3 8l;J;^ 
tiSixT^S. I C*-KfR/Wa= ^ h3 8 

/0 14. gHl0Hf$ijWi 3tSStt$nris5, ^©fifi 
SSIC*- K*?AP 4^8a»te>tbT^5. -tLT, IC* 
-MR/Wa=y h 3 814, *- K#An 4 Sr«ffl* 

5. 

[0040] £ fc, SWmR. 3 9 ttJRf+jftrt, h 4 0 (C <fc 

* h 4 o £5fc&3 r t ic4 y) tmmcm o^trt #t-# 
s. m&3 2<Dfiwia-t y ic*-kir/w 

h 3 8 ©TEfcatGl-f 3{fc«fc IC*-KfflR/ 

^4 1 14, ~s{m&&4 la^ICA- KfflR/Wa=y 
h 3 8 <DTm^m-fZ> i 5 9 P,tuTV >.5„ 
», :©^-f j/^4 1 SrRltfc»frO[5iK#j*«:, 1216 
tl^i:<CO-C-t©KMSr*l»r 5. 
[0 0 4 1 ] flloT. tt#3 2 rt(ClKi^Stl^«-S-?Si5 
D D 0 ©^^l4^S%ff K#^h4 0mfc 
^> »ffj&*3 9 S: I C*- K|R/ffas ? h 3 8 i 
MOm\^\^miT. 114, ff#3 2^|c^ 

A4 1 aasa»L,T^at*tt*7«lli-C*5^, IC 
*-KfflR/Wa=y h 3 8#*£;h,3£*v:tfcffifc:gj 

[0 0 4 2] x:^ j/f : -4 lfr*>\zt£5t, ftmmi&6 

I'f t^Ofcft I C*- KIR/Wasy h3 8 
*3 2i»6^f 4*tts iWJfiUfcflPBEa-KAA^'f'y 
^2 9tiO>V^>^BtBE=i-KtA*i-5. * 

'0 #14, 9J , 5ii^.«ia$r*lT1-'5„ 

[0 0 4 3] Ld>U, ^'T y5=-4 liStVlCiotKt 
^fcfe-fiSFIEa- KA^^^y^-2 9 (Ct 9 ^ >-r^-> 

^^^>*«v^4*aH«#«^#iJ I c* 
-KflR/Wasy h 3 SSr^Lrt'bWi^JKffLTSR 
AM 8 fC!Ei&£JX7tfiif]$)7'a ^ 
1-5. 

[0 0 4 4] rtUdJ: 9, IC*-KlR/Vira=yh 

3 3 8 a* 3 2 & l prfi6<c«/a©»* -e t , y ^ 



p 

fc fEtS 5 Hfc WW 7" n ? 7 a ^r- * item 1" 5 r t a* 

[0 0 4 5] £fc. %kom&m 2 i LTIi, ±lEjg®!5t; 
^3 6, 4 lO^Olc^^-fev-^SrffiVN 
T^V^V^S 3ro*«J)5VH: I CTJ-KfflR/ 

W«£<3III8*fifeH:, EI 9 \Z7H-ti. 5 ftQIIMMK t ft 

*• ;c 
[0 04 6] *8«j!;tyfi LTft, m*.\*y* Y V 
7 V v^^ ^ t>i 3 jtt y 1 4 3 ^ftffl f 5, r^ft 
•feVf-4 3 N ^yft^l3 3fe5^flIC*-Kffl 
R/W==-y h 3 8&9lZiiX9\-Ufrt3<0%&%.yttz> 

t4 3tt, ^yfty^l3 3fe5V>liI C7J- KffiR 

7j£ft5. 

S0>£8tXtt<i|Hi«rfT 5 «*. Bf+tf/u h 3 5 , 4 0 £ 
fl-Lfclg, ^>fty^S3 3ji)5PttIC*-KlR 
/W==s/ h3 85r^Si5[C?|#tb-f 3feir>f-4 3 1± 

[0 0 4 8] 3#tyt/iSt, ftJ«H3%6 

ttttabfcH7O«9ji*«.aSr||fH-5 0 fifoT, 50 
>"r-f-^x<Dtitb/ 3 fe-SVfd: I c# — 

KfflR/Wasy K3 8£ff&3 2d»f)^tt#tt, iffl 
ifi U/tBSfEE=— KA7J*-l' 5 , f 1 2 9ICJ; V fsj-rv* 
fflflpffia- K5rA7J-f5„ -t LT\ A7JS*Vifcy 1^-*- 
>*ffl«flE=— KdSjEU>£#tt, S>IOii*iaaSr»T 

[0 0 4 9] La»U Jt-feVf-4 SftJ-VlC&ofclCfc 
J*Jfc><bf BflEa- KA7J*-f yf-2 tST-f-ls 
*/B«ttEa-K#A7J*JiJit;4»ofclM\ *>5^I4A7J 

t^S3 3fc5V>»4I C*-KflR/Wa= ? h 3 8 
&ft-L-fc.h<ni:#m ITS RAM8 *Cl51g$^taiJ^l7' 

[0 0 5 0] "^icfj, SZ#^SRAM8(dfEtS^ 

y^3 6, 4 1*>SVS4*»«a»3(6-fe>*4 3fl3fti3 

*) t S R AM 8 !C II 5 7^7;/ 7"/< ;/ r y 50 
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7 a©«EE©SE{b£e«U «EE#ftT US: £ £ tfftUJ 

* tis t ±ien 7 w*aa^3iff-r5 * o \z lx t 

[0 0 5 1] #l;tf±*S RAMSS^E E PROM , 

S R AM8 (Cl2tg$^fc*jai7'n ^7 A&tfS-X-** 
«*-r«ri:fcJ:9»«oai««rKFJl:r5. M» ±IS3t 
I C*-KISB«r-«»Jt L-C*JffcifiS, m 

*^y (eifw «r*r5*KT?*#itftt 

[0 0 5 2] 

W8Wtf>J»*] ±.&<Dtn < , !8#j£ 1 K: J:iiHt , ^ >^ 
■7-^ffl#E3-K*JA**iifc»^ ^>7"^^>;ff 

#«SJffil7'n ; r7AS.CJ { 7 :r -^$r?^i-5fc*!), $ij«7* 

[0 0 5 3] £fc x »3}tgi2»CJ:4xli, ^'T y^l^i 19 
x-7->^.^BSfE=- K<OA7J^«l^i:#l4*J^7 , P^5 

- y ^-rttSri^is-e-ca.— ^ ntim&mmz&mx'Z 

[0 0 5 4] »*«3(CJ:^tf, #1£mtt>D- 

XI ! t—91^% 3 5 ^ t *KJh-e# , v'^f'A 
[Elffioffl^ftlft^] 

[0 1 ] ^wicftsm^aro-nifi^i LT® 1 c 

[E12] IC*-K^«<D«^S:^7'Ds/^|g-efc 
5. 

[03] *-K«a«i«o«riiti£*LT*i-BaT?*) 

[H4] I C7J- K<7?ffl^S:|ft0^-r5fc*(7?7*n-y^(2| 

[a 5 ] *%m<T>mu<o-m*fa± Lx^-rmmmmx 
[El 6] *%f>Finsm<D-m&mi-fEit&®xhz. 

[07] ©JISlHl?§/jS|ltfi-5*0 ; S<O7c-f : -^— (.-efc 

[0 8] «»«i©i?»*a:7cLr*i-j(a()faffeaT?* 
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